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V& hoan thién k§ ning s6

L. Gigi thiéu vé k¥ ning sb

Theo T4 chirc Gido duc, Khoa hoc va Van hoa cta Lién hiép qude (United Nations
Educational Scientific and Cultural Organization - UNESCO), k¥ nang s6 1a mot loat céc
kha ning st dung thiét bi k§ thuat s6, tng dung truyén théng va mang dé truy cdp va quan
ly thong tin. Céac k¥ ndng nay cho phép ngudi ding tao va chia sé ndi dung sb, giao tiép,
cong tac va giai quyét cdc vAn dé dé hoan thién ban than mdt cach hidu qua va sang tao
trong cudc séng, hoc tap, cong viéc va cac hoat dong xa hoi khac.

Céc k§ ning s6 & cap dd co ban 1a cic k§ ning cin thiét dé st dung céc thiét bi ky
thudt s6 va g dung truc tuyén. Céc k¥ ning co ban trong ky nguyén s6 duge xem 1a cén
thiét twong duong véi k¥ ning doc viét trong gido dyc truyén théng.

Céc ky ning s6 ning cao 1a cdc kha ning ngudi dung st dung cac cong nghé k§ thuét
s6 trong hoat dong phan quyén va tao ra thay ddi. C4c k¥ ning ning cao phd bién 1a: tim
kiém, xem xét, sip xép va chia sé thong tin mot cach hiéu qué; xt ly dir liéu mot cach thich
hop va thiét lap cac thong I¢ bdo mit dir li€u tdt; st dung céc tai nguyén va cdng cu truc
tuyén khac nhau dé hoc tir xa va tham gia hiéu qua trong qué trinh hoc; giao tiép va cong

tac trong moi truong s6; hi€u cach bao vé ban than va nguoi khac an toan trong moi trudong so.

Trong nén kinh té s6, k§ ning s6 chi co thé phat huy tét vai trd khi két hop cung véi
cac k¥ nang khac nhu k¥ nang doc viét va tinh toan, giao tiép, tr duy phan bién va sang
tao, giai quyét van dé phtic tap, cong tac va lam viéc nhom.

Pé hd trg vién chire, ngudi hoe nang cao k¥ ning khai thac cac cong cu, tién ich trong
mdi trudng Internet dé nang cao hidu qua cong tic, hoc tap trong bbi canh chuyén dbi sd,
Co s6 11 ban hanh huéng dén vé hoan thién ky ning s6 nhu sau:

I1. Hwéng din hoan thién ky ning s6

1. K§¥ nang khi khai thac thong tin trén Internet

1.1. Tim kiém thong tin hi¢u qud trén cic cong cu fim kiém
1.1.1. Xac dinh loai cong cu tim kiém phit hop

Hién nay, ngoai cong cu tim kiém chung dang dugc str dung phd bién 12 Google
Search thi Google cling cung cép cac dich vu tim kiém chuyén biét véi kha ning tim kiém

hiéu qua hon.

A/



Google Scholar

Google Scholar 1a mdt cong cu tim kiém trén web mién phi cho phép truy cip danh
muc hodc toan vin cdc tai liéu hoc thuit ctia cac linh vuc nghién clru bao gém: bai viét
duoc dénh gia doc 14p, ludin 4n, sdch, ban tém tit va bai viét tir cac nha xuit ban hoc thuat,
giGi chuyén mon, kho luu trit ban thao, cac truong dai hoc va cac t6 chure hoc thuat khac.
Google Scholar gitp xdc dinh nghién ctru thich hop nhét trong thé giéi nghién ctru hoc thuat.

Ngoai chire nang 14 ¢ong cu tim kiém, Google Scholar con gitip ngudi ding cong bd
ho so hoc thuat. Ho so cong bd ctia mot tac gia trén Google Scholar luu toan bd danh sach
cdc bai bao/tai lidu cong bd cia tac gia do duge Google Scholar 14p chi muc. Ho so nay
cho phép céc tac gia theo doi cac trich ddn dén bai viét cta ho cling nhw céc chi sd h-index,
i10-index, ... Néu hd so dugc dit & ché do cong khai, nguoi khéc co thé tim kiém va xem
hd so cua téc gia.

Google Books

Déy 1a mot cong cu tim gitp ngudi dung tim kiém thong tin trong sach in. Ngudi
ding chi cn g tir khéa vao khung tim kiém thi Google Books sé tim quyén sach nao co
ndi dung gibng nhu tir khéa cin tim. Mdi tén sich trén Google Sach duge chi dinh mot
trong 4 cap truy cép sau:

- No Preview: Néu Google chua quét sach, ngudi dung s& khong thé thay bét ky vin
ban nao lién quan dén né. Tuy nhién, nguoi dung van s& c6 quyén truy cép vao siéu di liéu
va ISBN ctia sach.

- Snippet: Néu Google khong ¢ quyén ban quyén cén thiét, ngudi ding s& 6 thé thiy
tdi da 3 doan trich van ban. Poan trich hién thi mot vai cau ctia mot truy van cu thé. Khong
c6 doan trich ndo duge hién thi cho cac sdch tham khao nhu bach khoa toan thu va tir dién.

- Preview: Hau hét cac sach trén Google Books déu thude danh muc Preview. Muyc
nay c6 sin cho nhitng cubn sach van dang duge in va Google da dugc phép tir chu s& hiru
ban quyén. Néu mét cudn sach nam trong danh muc Preview, nguti dung s& ¢6 thé duyét
mot sb lugng trang khic nhau. T4t ci céc trang déu duge dong ddu va nguoi ding khong
thé tai xubng, luu hodc sao chép chiing.

- Full View: Google chi dinh danh muc Full View cho cac sach khong con duoc in va
thudc pham vi cong cong. Mot s6 lugng nho sach in cling duoc bao gém. P4y 14 danh muc
duy nhit ma nguoi diing ¢6 thé tai xudng tir Google Books.

G'oogle Patent Search

Google Patents 14 mot bd may tim kiém tir Google cho phép tim kidm c4c bing sang
ché tir Co quan Sang ché va Thuong hidu Hoa Ky (viét tit 1a USPTO), duoc 14y truc tiép
tir co s& dit [ieu nguyén gbe cia USPTO. Tét ca bay triéu bing sang ché da duoc dat trong
co s& dir liéu. Hé théng nhan dang ky tw quang hoc (OCR) dd dugc st dung cho cac trang

tai liéu dé cho ngudi dung cd thé tim kieém duoe.
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Google Finance

Google Finance la mdt cong cu tim kiém va cong thong tin danh riéng cho chiing
khoan va tin tirc vé tai chinh. Ngudi dung ¢6 thé tim kiém gia cb phiéu cia mot cong ty cu
thé, xem tin tuc dé biét xu huéng dau tu hodc theo doi danh sach dAu tu c4 nhin clia minh.

Google Trends

Day 1a mot cong cu gitip nguoi dung biét mirc d6 pho bién ctia mot tir khoa theo thoi
gian dua trén tdn suat cac tir khoa, chu dé va cum tir cu thé di duoc truy van trong mot
khoang thoi gian cu thé. Google Trend hoat dong bing cach phén tich mot phan tim kiém
ctia Google dé tinh toan 36 luong tim kiém di duge thuc hién cho cac cum tir da nhap, lién
quan dén tong sb tim kiém duge thue hién trén Google trong cuing thoi gian. Dé cung cip
d6 phd bién tuong dbi chinh xdc nhit. Google Trend khéng cho phép céc tim kiém lap lai
tr cing mot ngudi trong mdt khodng thoi gian ngan.
1.1.2. Téi wu héa két qué tim kiém trén Google Search

- Stk dung ddu ngodic kép khi tim kiém

Néu ngudi ding mudn két qua tra vé chinh xdc tuyét dbi véi tir khoa dd gd, hay su
dung ddu ngodc kép “”. Vi dy: tim kiém v6i cum ti Gido trinh kinh té hoc, Google S& tra
vé két qua co chira nhitng tir trong cum tir d6 nhung véi vi tri bét ky. Nhung khi ngudi
dung dit ching trong ddu ngodc kép "Gido trinh kinh té hoc", ngudi ding bdo cho Google
biét ring minh mudn két qua tra vé phai chinh xac nhu vay.

- Tdn dung Tabs

Q A [l Images News Shopping | More

Thong thudng khi tim kiém véi mot tir khoa, ngudi ding sé bét ddu kiém tra ngay
nhitng két qua tra vé& nhung néu ngudi ding st dung céc tabs nhu: Images, News,
Shopping, Books,... thi s€ t61 wu két qua tim kiém hon vi chung da dugc loc bt dé hién
nhitng gi phtt hop nhat véi muc dich cia minh.

- Tim tir khéa trong tiéu dé trang web (intitle & allintitle)
+ Su dung tir khoa intitle dé tim kiém tir khoa trong tiéu dé trang web véi ci phap:
intitle: tir khoa
+ St dung tir khoa allintitle dé tim kiém tuyét ddi tit ca cdc tir khéa déu phai xuat hién
trén tiéu dé trang voi ¢t phép: allintitle: tir khoa
- Tim tir khéa trong ndi dung trang web (intext & allintext)
+Str dung tir khéa intext dé tim tir khoa trong ndi dung trang v6i ¢ phéap: intext: tir khéa
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+ Su dung tuor khoa allintext dé tim kiém tuyét dbi tat ca cac tir khoa déu xudt hién
trong ndi dung trang v&i ct phap: allintext: tir khoa
- Tim tir khoa trong dia chi web (inurl & allinurl)
+ Sir dung tir khoa inurl dé tim kiém tir khoa trén dia chi web (duwong dan url) véi cu

phap: inurl: tir khoa
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+ St dung tir khéa allinurl dé tim kiém tuyét dbi cc tir khéa phai c6 trén dia chi web
(duong din url) voi ci phap: allinurl: tir khéa
- Tim tir khoa theo loai tdp tin (filetype)

Néu nguoi ding muén két qua tim kiém tra vé s& 1 céc trang ¢ chira file ¢6 dinh

dang ma minh mudn thi ngudi ding sir dung ¢t phap: tir khéa filetype: dinh dang tép tin
- Tim kiém trong mot trang cu thé (site)

Khi nguéi ding mudn tim tir khoa trong mot trang web cu thé, nguoi dung st dung

site: voi cu phap: tir khoa site:tén dja chi trang web
- Tim kiém tir khéa bét bugc (+)

Neuoi ding stir dung ddu + trude tir khoa bt bude phai c¢6 trong két qua tim kiém thi
két qua Google tra vé s& bao gdm tir khoa bt bude d6. Ct phap dé tim kiém 1a: tir khoa
+tir biit budc

- Tim kiém logi b6 tir khong can thiét (-)
Néu ngudi ding mudn két qua tim kiém khong chura tir nhét dinh nao thi minh c6 thé

st dung dau — trude nhitng tir can loai bo, ct phap: tir khéa -tir ¢an loai bo

NN



- Dung déu sao (*)

Khi nguoi dung st dung dAu (*) trong tir khéa, Google biét rang d6 1a nhitng vi trf ¢o
thé thay thé bang nhimg tir khéc.

Vi du: ngudi ding mubn tim mot bai viét di tirng doc nhung khong nho rd tiéu dé ma
chi nhé vai tir. Khi tim kiém bang diu sao: " trién vong * thi truong * thuong mai". Google
sé& thay thé cac dau * thanh bat ¢t nhitng tir gi ma né tim thdy va ngudi dung c6 thé tim
thdy bai viét “Trién vong va riii ro cho thi truong ban 1€, thwong mai dién t& ndm 20217

- Tim nhiéu tir khéa cimg lic

Khi ngudi ding mudn tim kiém nhiéu tir khoa cung lic, ngudi dung co thé chén or

vao giita cdc tir khoa do. Vi du: "quén tri" or "quan ly"
- Tim kiém trén mang xd hoi
Neudi ding dit ddu @ trude mot tir dé tim kiém trén mang xa hdi v6i ca phap: tir

khéa @tén mang xa hoi

\
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- Tim kiém theo hashtag (thé)
St dung diu # dé tim kiém theo thé, cG phap cu thé: #tir khéa. Vi du: #pc dé tim
kiém cac hashtag c6 chira pe.

e

*ﬁ?@@i@ #pC =

Tat o Hiah dnh Vides H R Thim Lardat

Khodng 4

Mea: Tim kém chi két qui tidng Vist Ban o6 168 chi dinh ngdn ngli tim kidm c3a minh trong Tiy

#PC - Twilter Search

fips s

nd forts that you haved

- Tim kiém theo tiéu chi nhat dinh (tiy chinh Céng cu)
Nguoi dung tim kiém tir khoa trén Google tim kiém, sau d6 lua chon Cong cu dudi
khung tim kiém, tai ddy cac ngudi dung s& ¢ nhiing tiry chinh dé thu gon két qua tim kiém.

Vi du: ngudi dung mudn tim kiém hinh nén may tinh véi kich thuée full HD thi cac nguoi
Sl
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dung nhap tir khéa trong 6 tim kiém Google 4 hinh nén may tinh (hoic mot tir khoa twong

tir) sau khi tim kiém nguoi dung chon Hinh dnbh.

B
i
A

@@ {32;@ hinh nén may tinh
Faed i

Tiép theo, ngudi ding chon cbng cu, trong cong cu ngudi dung chon Kich thude
>2MP (1600-1200), nhu vay két qua tim kiém s& tra v& cho ngudi dung céc hinh nén may

tinh v6i kich thude full HD. Ngoai ra, ngudi ding ¢6 thé tiry chinh nhiéu tiy chon khac dé

co két qua gin véi mong mudn cua minh nhat.

hinh n&n may tinh

Tatca Hinh anh Wides Tin e Sach Thim
PR e e

Mau v faryen s ing v logi e Fhotgan -

LANNE X8T. -5 s N
b 2w psoo-209) 1

Cdmysukhas »

- Tim kiém ndng cao

Nguoi dung truy cdp https://www.google.com/advanced search hodc nhap tir khoa

cin tim kiém va chon Cai dit -> Tim kiém nang cao.
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thi: thuat phan mem

Cai dat tim kidm

Ngdn nglr {Languages!}

Tha Thual Phan Mem, May Tinh, Tin Hoe B4t Tim Kidm an tean
e SRS ¥

So the thudt hay nhat v phdn mém méy tinh, the thadetin oo inter Ankdtoudcd M
. Tkiém ndng cao _!
Intemst- VEn Phang  Tho Thudt Phina Mém, May - Word i e D8NG

Lich air

Thil thudt phan mém - Blog chia sé kign thire - THU thual M Tre gup tim kidm

phan mém VLE Player day fa mot treng nhing ung
dung chol shac, vidao kha pho bign hign aay va duge 3l

Trong phan tim kiém nang cao, ngudi ding nhép cac tir khoa sao cho phtt hop véi cac 6
text va cac tity chinh dé thu hep két qua tim kiém ctia minh, sau d6 chon Tim kiém ning cao.
2. K¥ ning thao tdc co ban trén trinh duyét
2.1. Quan ly luu triv mit khéu khi ding nhép tai khodn vao mot 56 website ¢d yéu ciu
dang nhdp thong tin

Trén céc trinh duyét hién tai luén co thiét 1ap dé hru trit mat khau khi nguoi ding
dang nhap tai khoan vao mdt trong céc trang co yéu cdu ding nhap tai khoan. Vi du nhu
trinh duyét Google Chrome dé bat/tit tinh ning luu trit méat khau can thyuc hién cac buce
sau:

Budée 1: Tai giao dién cta trinh duyét Chrome, click vao nit 03 chédm thing ding
nhu hinh, chon muc Settings.

Buéce 2: Xuét hién giao dién man hinh Settings, tai muc Aufofill, click chon

Passwords.
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- Muc Offer to save passwords: [a muc tiy chinh dé bat/tat hdp thoai trén trinh duyét sau
khi nguoi ding dd déng nhap tai khodn vao mét trang website nao do thi s& xuat hién thong

bao héi ring ngudi ding ¢6 mudn luu trit tai khoan vao trinh duyét dang ding hay khong?
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+ Néu nhin Save thi tai muc Saved Passwords trong giao dién Password s& xuét hién
thong tin mét khiu da luu trit

+ Nguoc lai nhin nat Never thi muc Saved Passwords trong giao di¢n Password s€
khong xudt hién thong tin mat khu da huu trir.

- Néu trong qua trinh st dung nguoi ding thdy rang viéc xuat hién thong bao hoi co
lwu mat khiu hay khong gay phién phirc thi ¢6 thé thuc hién cac bude tir Bude 1 dén Bude
3, muc Offer to save passwords thi haly tit muc nay.

2.2. Tao cdc bookmark trang web dé lwu triv thong tin khi can truy xudt lgi ma khong
cin phii nhé chinh xdc dwong link website

Dé thyuc hién bookmark trang web trén trinh duyét Google Chrome can thyce hién cac \
budc sau:

Buée 1: Bat thanh bookmark trén trinh duyét Chrome bing céch tai giao dién cua

trinh duyét Chrome, click vao nut 03 chdm thing dimg nhu hinh, chon muc Settings

Budc 2: Tai giao dién Settings, kéo thanh cudn dén muc Appearance, bt ché do hién

thi thanh bookmark tai muc Show bookmark bar. Thanh bookmark s& xuét hién tai vi trf

{4

W

nhu trong hinh dudi diy.
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Buére 3: truy cép vio 1 trang web mudn bookmark lai, nhén t& hop phim Ctrl+D hogic

click vao biéu tuong ngdi sao phia sau thanh dia chi.

| Mg EediEhogi X D Q)53
& = O3 # geskve

£ fpos

Bwrée 4: sau khi nhén bookmark trinh duyét s& xudt hién hop thoai sau dé cho nguoi

diing c6 thé sip xép lai cac bookmart trén thanh bookmark ca trinh duyét.

Folder L3¢ file ontine CSE

e Remave

Nhén Done dé hoan tit viéc tao bookmark.
Nhén Remove dé hiy viéc tao bookmark.
Buée 5: Trong qua trinh sir dung néu mudn xoéa dia chi dd bookmark trén thanh

bookmark, thi:



Téng hop phim tit trén trinh duyét Chrome danh cho nguwoi
dlng may tinh Windows

@ Cangnghé - Ungdung - Trinh duyét Web » Gée Cée 3

3ocale Chroms mén van dang i2 frinh duy®t wa thich cla rat ahidu ngudi ding trén may tinh
cling nhu dién thoal smarlphone, iy nhig khoing phdi ai cing bigl sir dung cde phim tah md cac
han them khao bal vidt d& s& dung Chrome hidu qua va 10c o hon,

- (1) Nguoi dung click chudt phai vao dia chi dd bookmark trén thanh bookmark;

- (2) Click chon Delete dé x6a dia chi da bookmark trén thanh bookmark.

2.3. Siz dung mit s6 add-on hodc extension ciia trinh duyét dé hé tro thém cho cong viée

Vi du:

+ Search Preview (dé hién thi anh thumbnails khi hé théng tra vé két qua tim kiém)

+ Nimbus Capture (dé chup dnh man hinh website)

+ Mot sb extension lién quan dén tai file ....

M3i trinh duyét d&u c6 mot sb lwgng thanh phan m& rong thém goi 1a add-on (hodc
extension) dé nam hd trg thém chirc ndng cho trinh duyét. Nén s& rit ¢é ich cho nguoi ding
nao co thé khai thac mot sé tién ich mé rong nay, dé thuc hién viée tai cic extension nay
trén trinh duyét Google Chrome ta thire hi¢n cac budce sau:

Buwée 1: Bat thanh bookmark trén trinh duyét Chrome bang céch tai giao dién cla

trinh duyét Chrome, click vao nuat 03 chdm thiang ding nhu hinh, chon muc Settings

Google

Q. Srarck Gocgia o by @ L 3

A3 shorzat

Buée 2: Tai giao dién Settings, kéo thanh cudn dén muc Appearance, bt ché d6 hién
thi thanh bookmark tai muc Show bookmark bar. Thanh bookmark s& xuét hién tai vi tri

nhu trong hinh dudi day.

W
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2.4. Mpt 56 phim tit (shortcuts) co ban trén trinh duyét dé thao tic nhanh hon

Phim tit Y nghia

Ctrl + N m& thém 1 ctra s6 méi
Ctrl+ T m¢ thém 1 tab méi
Nhén Ctrl va nhép vao lién c em o B A »

p Mo lién két trong mot tab mai
két
Nhén Shift va click vao lién o o

i m¢ lién ket trong cua sO méi
ket - link

, mé lai tab cudi cing ma ban da dong. Google Chrome

Ctrl + Shift +T

ghi nh¢ 10 tab cudi cling ma ban d3 dong

Ctrl + n (v6in) 1a thi tu tor 1

g i chuyén sang tab tai s4 vi tri da chi dinh trén thanh tab
dén & cac tab dang ma

Ctrl + Tab chuyén doi qua lai gifta cdc tab dang mé
Cirl +9 chuyén sang tab cudi cling

Clth-H md¢ lich str duyét web

i B ) m¢& trang File da tai xudng

Ctrl + Shift + Delete m& hop thoai Xoa dit liéu duyét web
Citl 4= in trang hién tai ctia ban

FS hodc Ctrl + R tai lai trang hién tai ctia ban

Ctrl va + hoac nhan Ctrl va

R 5 A phong to toan bd ndi dung trén trang
cudn con lidn chudt

Ctrl va - hodc nhan Ctrl va

) } ) thu nhé moi ndi dung trén trang
cudn con lian chudt

tra lai moi ndi dung trén trang vé kich thude binh
Ctrl +0 .
thuong

9 )l B xuat hién clra sd tim kiém




2.5. Bit co' ché dong dp dik liéu cdc thong tin trén trinh duyét vao tai khoan nhit dinh

dé c6 thé ddng bé trén nhiéu thiét b

Pé thyc hién thao tac nay, ngudi ding can tién hanh ding nhap tai khoan email gmail

ciia minh vao trong trinh duyét theo cac bude nhu sau:

Buwée 1: Bat thanh bookmark trén trinh duyét Chrome béng cach tai giao dién cua

¢ Settings.

trinh duyét Chrome, click vao nat 03 chidm théng ding nhu hinh, chon mu

2 Seash Gpople o iy

&[5 :
Buwéce 2: Tai giao dién man hinh Settings, kéo dén muc You and Google. Click vao

nat Sync and Google services.

You sedl Google

Eatacsiens &

! st
Arout Chisane

o rvmedy

=

Buwde 3: Tai giao dién man hinh Syne and Google services.

o]

e
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(1) Tick chon cac tity chon dé bat cac tinh nang dé dong bo.
(2) Click vao nit Turn on sync....
Buwée 4: Ding nhép tai khoan email Gmail ma ngudi diing chon dé dong bé.

Buée 5: Sau khi ding nhép xong s& xuét hién hop thoai sau:

Turn on sync?

Syne your bonkmarks, passwords, history, and more o all

5 devices

Googls may ure vour histon 1o parssnalize Baamh. ada

s2rvines

Yous pan aiways cioose what o syne o gellings

Settings

Click nit Yes, I’'m in dé ddng y bat ché 6 dong b dit liéu thong qua tai khoan Gmail
ding nhép tai budc 4.

Khi thyc hién thao tic trén, tit ca cac thong tin nhu: lich st truy cdp, théng tin
bookmarks,... s€ duogc luu trir va df")ng b0 trén tai khoan dang nhép tai bude 4, khi nguoi
diing chuyén qua 1 méy tinh khac dé thuc hién cong viée mudn 1ay lai cac thong tin dé thi
chi viée thure hién lai céc budce tir 1 dén 4 dé c6 thé dong bo tat ca dir lidu d6 trén may tinh

dé co thé tiép tuc str dung.
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Nén str dung cac trinh duyét phé bién nhit hién nay dé truy cip Internet: Firefox,
Google Chrome... va luu trit tai nguyén truc tuyén tai cac dich vu luu trit truc tuyén mién
phi nhu: Google Drive, Media Fire, Sync.com, Mega, Dropbox, pCloud, OneDrive,..v.v.
dé chia sé tai nguyén.

3. K§ ning dam bao an toan khi sit dung email

Dt cau hoi voi cdac email lg

Khi nhén thiy email la va khong hé lién quan gi t6i minh, ngudi dung hay dat cau hoi
trude khi mé no:

+ Tai sao didu nay c6 lién quan dén t6i?

+ Tai sao ho gui email cho t61?

+ Muc dich ctia email la gi?

Néu ngudi ding khéng thé tra 161 nhitng cdu hoi nay, khong bém vao bt ky lién két
trong email hodc mo bat ky tap tin ndo dinh kém.

Phdt hién email ding ngo bing cdch tim kiém Google

Email lién quan dén lira do va phan mém ddc hai c6 xu huéng sit dung cac van ban
tuong tu, tu dong, chi thay dbi nho. Cac mail nay thuong d& nhan biét:

+ Cum tr v nghia va la Xuét phat tr ban dich tu dong

+ L3i chinh t4 va khong nhit quan vin ban, nhu email da duge cit va dan.

+ Mot cam gidc cAp bach. Nhitng email niy ludn ludn gieo hoang mang, hép dan cho
¥ nghia co ban nhit clia ngudi ding —> s¢ héi. Thuong xuyén dé cép dén hau qua khing
khiép, tién phat va cdc khoan phi.

Ngudi ding nén sao chép va dan cac cum tir la lung vao mot cong cu tim kiém nhu
Google va xem két qua. Néu thdy cdc két qua tra vé thong tin 14 lira d4o thi nén b qua ngay.

Cén thén véi tap tin dinh kém va dwong link

Su nguy hiém thure sy ctia cac email Ira dao nim trong céc lién két va tap tin dinh kém.
C6 rit nhidu truong hop bi lira dio mét théng tin ca nhan, thanh toan vi nhén vio cac dudng
link la hogic méy tinh bi nhiém Virus, phan mém gian diép do ngudi dung tai cc tip tin dinh
kém vé may.

Khi thay tap tin dinh kém c6 dang file sau hiy cén than trude khi tai vé& va mé no:

+ Cac file chay ngay: EXE, COM, BAT, PIF

+ Tai lidu ¢6 thé chira ma: PDF, DOC, DOCX, XLS, XLSX, PPT, PPTX

+ T4p tin hé thong thyc thi: DLL, CPL, MSC, CMD

+ Cai dit va céc file nén: MSI, ZIP, CAB, RAR, 77

+ Bao v€ man hinh: SCR

+ Céc tap tin v6i phan mé rong gip ddi (vi du: FILE.DOC.EXE )

Trong nhiéu trudng hop cdc dich vu mail nhu Gmail, Yahoo, Hotmail gitp ngudi

o

dung kiém tra virus va canh bao.
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Khong tra loi cac email dang ngo

Tra 10 mot email dédng ngo s& vo tinh cung cip cho cac t6i pham nhting thong tin co
gid tri. No cho phép toi pham biét ring dia chi ctia ngudi ding 1a ¢6 that. Vi vay, nguoi
dung khong nén tra 161 mot email dang ngo.
4. Mt s6 lwu ¥ khi sit dung mang xa hoi

Thiec hién van hoa ieng xik van minh, chirng myc

MBoi truong mang xa hoi tiém 4n nhiéu nguy co mit an toan vé thong tin va nguy co
xung dot vé quan diém, gia tri séng kho kiém soat. Nhitng ngudi tham gia mang xa hoi dén
tir nhiéu noi v6i su khac biét khong chi vé vin héa ma con vé quan niém dao dirc va cach
hanh xit trong cude soéng. Nhimng mau thuin trén mang xa hoi ¢6 thé sé din dén nhing i
ro trong doi thwe. Vi vdy, ngudi ding cin cu xit vin minh dbi véi ca ngudi minh thich va
khong thich. Viée cu xtr dang murc s& gitip nguoi ding tranh khoi nhitng méu thuin khong
dang, gitt ban than va nguoi khac khong bi tén thuong vé tinh thin va thé chét.

Giit su riéng tw

Dang anh cung cdp nhét trang thai tuy 1a mot phwong tién hiéu qua trong vige théng
tin v&i ban be, ngudi thin nhung cling 1a mdt co hdi cho nhitng ngudi ¢d muce dich xau.
Giai phap cho van dé nay 1 thiét 1ap quyén riéng tu va gi6i han sé nguoi co thé xem thong
tin cia minh dé tranh khoi tAm véi cia nhiing ké x4u trén mang.

Khong nén twong tac qua than mét véi ngudi la, chi két ban voi nguoi that sy quen biét

Suy nghi trude khi dang bét ctr thit gi: Ngudi ding nén can nhéc k§ luong khi quyét
dinh ding bét cir thir gi va nén bit diu bang nhiing ciu hoi:

+ Nhitng thdng tin nay c6 phai 1a thong tin riéng tu?

+ Liéu thong tin nay c6 bo ich dé ngudi khac phai doc?

+ Thong tin nay c¢6 anh huong truc tiép hoic gian tiép dén ai khong?

+ Piéu gi s& xay ra néu ngudi la mat biét dén thong tin nay?

Tép thoi quen dang xuét tai khoan sau khi sir dung xong.
5. Céc k¥ ning vé phan cteng va tién ich

Hiéu biét va tw khic phuc mét sé vin dé gdp phai khi siv dung cdc thiét bi viin
phong hay cdc 16i xdy ra véi cdc ieng dung phé bién dang sir dung

Viée tu minh xtr Iy va khic phue mot s 181 phd bién hay thuong gip trong viée st dung
cac thiét bi viin phong gitip ching ta tiét kiém thoi gian hon, cht dong hon trong cong téc. Cac
k¥ ning ndy dugc thé hién tai Muc 4 cta Hudéng dan s 51/HD-CSII ngay 06/01/2021 vé
cong tac nghiép vu thong tin tai Co s I1.

Qudn Iy va lwu trit théng tin an toan trén cdc thiét bi

Ngudi ding can quéan 1y va luu trit thong tin an toan trén céc thiét bi dé truy xut
nhanh chéng khi can. Co s6 11 dd ¢6 hudng din vé viée nay dé nghi cac ngudi ding tham
khao tai mue 2.10 ctia Huéng dan sb 51/HD-CSII ngay 06/01/2021 vé cong tac nghiép vu
thong tin tai Co sé 11.
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Quan ly théng tin ddng nhap cac tai khoan trén cac website phai an toan, néu cé thé
thiét 1ap céc co ché bao mat nhu: bao mat 02 16p, dinh ky thay dbi mat khéu cua cac tai
khoan ctia ngudi dung dé tranh méat khau bi danh cap.

Smartphone la thiét bi hién tai dang dugc su dung nhiéu hon ca may tinh nén vigc
tinh hiéu va st dung thudn thuc céc thiét 14p trén smartphone 1a rét can thiét. Tang cudng
str dung céac dich vu luu trit dam may dé co thé thao tac dir liéu khong phu thudce vao dia
diém truy cap.

Thiét ké do hoa co bin

Céc phan mém thiét ké nhuw Adobe Photoshop, Adobe Tllustrator, CorelDRAW,.....
dé c6 thé chu dong tao ra cac ndi dung méi phuc vu cho cong tac. Néu diéu kién khong cho
phép co thé tham khao thém mot s6 phan mém thiét ké truc tuyén ngay trén trinh duyét
nhu: Canva.com, Design Bold (https://www.designbold.com/), Gravit Designer
(https://www.designer.io/en/), Vectr (https://vectr.com/), Photopedia
(https://www.photopea.com/), Pixlr (https://pixlr.com/vn/) dé tiét kiém thoi gian.

Trén ddy la mot s6 hudng dan dé vién chire, ngudi hoe Co s¢ 11 hoan thién k¥ ning
s, Ban Gidm ddc Co s 11 giao nhiém vy cho Ban TT-TV la diu méi tiép nhan céac ¥ kién
dong gbép vé vudng mic phét sinh trong qué trinh thye hién Hudng dan nay; chi dong ra
soat, di chiéu Hudng dan nay véi cac hudng dan cong tac ctia CSII ¢6 lién quan, kip thoi
b4o cédo Ban Giam déc ban hanh huéng din bd sung hodc hop nhat vin ban,

Trong qué trinh trién khai, néu c6 phat sinh tinh huéng, cdc don vi gt y kién cho Ban -
TT-TV tng hop, béo cdo va xin y kién chi dao ctia Ban Gidm dée.

Trén trong./ Nw//

Noi nhin: o KT. GIAM POC
- Ban Gidm déc (dé bdo cdio); PHO GIAM DOC
- Céc Ban, B4 mén (dé thong bdo cho vién chirc); '
- Ban QLDT (@ thong bdo cho ngudi hoc);
-Luu: VT, TT-TV.




